[Ipunoxenue 3
Annomayus K padoueii npozpamme

oucyunaunwvt «Cemeesvie mexnonozuu Cisco»
no cnenunajgbHoctu 10.05.03 «Mudopmanuonnas 6esonacHocts AC»
(cneunanu3anus «MupopmannonHasi 6€30aCHOCTHL ABTOMATU3MPOBAHHBIX
CHCTEM HA TPAHCIIOPTe»).

OO0mast TPy10€eMKOCTh M CHUIIMHBI COCTABIISIET 4 3a4€THBIX eIuHULBI (144 1.).

IIpeanoJsiaraemble cemecTpbI: 7.

®opMa KOHTPOJISI: PK3aMEH.

[lenbl0 W3yYeHUs MUCUUIUIMHBI (MOMIYINS) SBISETCS TPHOOpETEHHE 3HAHUA O CETEeBBIX
TEXHOJIOTUSIX U HAaBBIKOB, KOTOPBhIE MOKHO NMPUMEHHUTHh B Hayajie pabOThl B KaUueCTBE CIELHUATUCTA
IO CETSIM.

3agayamMu Kypca SIBISIOTCSA:

- U3y4EHHE YCOBEPIICHCTBOBAHHBIX TeXHOJIOTHI kommyTanuu (cetu VLAN, npoToko
rpynmoo0pasoBanust VLAN (VTP), mpotokoin 6sicTporo cesa3yromiero aepesa (RSTP), mporokon
ceszyroniero aepesa VLAN (PVSTP) u 802.1q);

- U3y4YeHHe MPUHIUIIOB HACTPONKU U YCTPAHEHHUS HEMOJIAZ0K B HEOOIBIION KOMMYTHPYEMOit
CeTH;

- U3y4YeHHEe NMPUHIUIIOB HACTPONKHU U MPOBEPKHU CTATUYECKON MapIIPyTU3ALUH U
MapHIpyTU3ALHUH IO YMOJIYAHUIO;

- U3y4YeHHe NMPUHIUIIOB HACTPONKU U YCTPAHEHHUS HEMOJIA0K B HEOOIbILION
MapuUIpyTU3UPYEMOM CETH;

- U3y4YEHUE MPUHIMIIOB HACTPOUKHU U YCTpaHEHHS Henoanok B ceTsix VLAN u B
Mapupyruzauuu Mexay VLAN;

- U3y4YeHHEe MPUHIUIIOB HACTPOWKHN, MOHUTOPUHTA U YCTPAHEHUSI HETIONAI0K CITUCKOB KOHTPOJIS
noctyna st [Pv4 u [Pv6.

JucuummuHa oTHOcHTCs K UKy b1. [l ocBoeHust AMCIUTIITHHBI HE0OXOIMMbI 3HAHUS,
MOJIyYE€HHBIE MTPU U3YYEHUU CIIEAYIOUUX TUCIUIUINH:

- nH(pOpMaTHKa;

- THOCTPAHHBIN A3bIK (QHTJIMUCKUN);

- ocHOBBI TexHosoruu Cisco.

3HaHMS U TPAKTHUECKHE HABBIKU, IIOJIYYEHHbIE B pPE3yJbTaTe€ OCBOEHHUS JIHUCLMUIUIMHBI,
UCIIONIB3YIOTCS CTYAEHTaMH TMPU pa3pabOTKe KYpPCOBBIX U JUIIOMHBIX paboOT, B HaydHO-
HCCIIE0BATEIIbCKOM padoTe.

Kpartkoe conep:xanue TMCHMIIINHBI:
Pazpen 1. [IpyHUMIBI MAPIIPYTU3AIUM U KOMMYTALMU
Tema 1.1. Beeoenue 6 kommymupyembie cemu.
OOvenunénnsle ceru. HMepapxuss B KOMMyTHpyeMoll ceTH. Pollb KOMMYTHpPYEMBIX CeTei.
Kommyrtupyemass cpema. Jmnamudeckoe 3amonHeHue Tadomuibsl MAC-aapecoB KoMmMmyTaropa.
MeTtoapl nepecplIkM Ha KommyTraTope. Kommyranus ¢ nmpomMeXyTOouHbIM XpaHeHHeM. CKBO3Has
koMmmyTanus. Kommyrannonssie foMeHbl. CHUKEHHE NTEPErpy30K CETH.
Tema 1.2. OcHogHble KOHYenYuu U HACMPOUKA KOMMYMAYUU.
[lepBoHayanbHasgs HacTpoilka KOMMYTaTopa M BOCCTAHOBJIEHHME IIOCIE CHUCTEMHOro cOOof.
Ceeromuonnsle MHIUKaTOpsl kKommyTaropa Cisco Catalyst. Hactpoiika noctyma mis 6a3oBoro
ynpabiieausi kommyrtaropom ¢ IPv4. JlynnekcHas cBa3b. HacTpoiika mopToB KOMMYyTaropa Ha
¢usnueckoM ypoBHe. DyHKIUS aBTOMAaTHUYECKOTro ompeaeneHus Ttuna kabens (Auto-MDIX).
[IpoBepka HacTpoek mopta kommyTaTtopa. [louck U ycTpaHeHue mpobiieM Ha ypoBHE JOCTyIa K
CETH.
be3zonmacHocts  koMMyTatopa.  3amuMIUEHHBIM  yman€HHeli  goctyn.  Hactpoiika ~ SSH.
Pacnipoctpanénnsie yrposbl Oe3zomacHocTu: mepenoiHeHue Tabmuubl MAC- aapecoB, DHCP-
cnyuHT, HCTIOJb30BaHue ys3BUMocTed mportokoda CDP, Araku Telnet m ap. Aymur u
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MPAaKTUYECKHE PEKOMEHJAIMN 10 o0ecrevyeHuio O0e30macHOCTH CeTH. be3omacHocTh TopTa
kommyTtaTopa. OtcnexxuBanue DHCP- coobmennii. @yHkius 6€301macHOCTH mopTa. BUbl 3auThI
MAC-anpecoB. Pexumbl pearupoBaHus Ha HapyuieHHe Oe3omacHOCTH. IIpoBepka M HacTpoiika
noptoB. [IpoTokoin cereBoro Bpemenu (NTP).

Tema 1.3. Bupmyanvuwie noxkanvusie cemu (VLAN)

Bupryansasie nokansabie cetd (VLAN) — knaccudukanys 1 OCHOBHBIC XapaKTEPUCTHKHU. TpaHKH
BUPTyabHBIX ceTel. KoHTposb mmpokoBemareabHblXx aoMeHOB B ceTsax VLAN. Teruposanue
kaapoB Ethernet nns naenTudukamuu cetu VLAN. Cetu native VLAN u TerupoBaHue cTaHmapTa
802.1Q. Teruposanue ronocosoit VLAN. Peanuzanuu BUpTyanbHOH JoKalbHOHN ceTd. Ha3HaueHnue
noptoB cetssMm VLAN. Hacrpoiika TpaHKOBBIX KaHaioB. [IpOoTOKOJI JUHAMHYECKOrO CO3AaHUs
TpankoBoro ka"ana (DTP). Ilouck u ycrpaHeHue HENONAO0K B BUPTYAJIbHBIX JIOKAIbHBIX CETAX U
TpaHKOBBIX KaHanax. [IpoGmemsr c¢ IP-agpecammeit cetm VLAN. HecoBmageHus pexumMoB
TpaHkoBoil cBs3H. I[IpoextupoBanue u obOecrneyenue Oe3omacHocTH VLAN: hopping, cnydunr
KOMMYyTaTopa, aTaka ¢ JBOWHBIM TerupoBanue™m, Cetb PVLAN mnepumerpa. Ilpaktuueckue
PEKOMEHIallUU 110 IPOEKTUPOBAHUIO BUPTYAJIbHOM JIOKAJIBHOU CETH.

Tema 1.4. Konyenyus mapwpymuzayuu.

Hacrtpoiika mapuipyruszaTtopa. MexaHu3Mbl INEpeChUIKM MMakeToB. lloakmrodueHune M HacTpoilka
ycTpoiicTB. CBETOAMOAHBIE HHIAUKATOPHl Ha MaplIpyTu3aTope. AKTHUBaIUs U HacTporka [P-
agpecaunu. IIpoBepka CBA3HOCTM ceTel € NpsAMBIM noakiIrodeHueM. IIpoBepka HacTpoek
uHTepdeiica. OunbTpalys BBIXOIHBIX JaHHBIX KoMaHI «show». KoMmyranusi makeToB Mexmy
ceTsiMi. PYHKIMS KOMMYTallMM MapupyTu3aropa. Mapuipyrusanus nakeroB. OnpeneneHue nyTH.
[Iporiecc mpuHATHS PENICHHS O Mepechuike makeToB. Beibop ontumanbroro mytu. [Iporokomsr RIP,
OSPF, EIGRP. Pacnpenenenue Harpy3ku. AAMUHHCTpUpOBaHue pacctosiuue (AD) u HaIeXHOCTh
Mapuipyra. AHanu3 TabauI] MapHIpyTU3aIllMH — UCTOYHUK JAHHBIX, MPUHIMIBI (OPMUPOBAHUE U
BO3MOXKHOCTH HACTpPOHKM. 3amucu TaOMUIBl MapUIpyTU3alMu s CeTell C  MpSAMBIM
MOAKJIIOYEHUEM. 3aJjaHUue CTaTUYECKUX MAapHIpyTOB. [IpOTOKOIIBI AMHAMUYECKON MapIIpyTHU3aLuU
cereit [Pv4 u [Pv6.

Tema 1.5. Mapwpymuszayus mesxcoy VLAN.

[Mpunnunsl pabotel MapmpyTtuzammu Mexnay VLAN. Hacrpoiika wmapmpytuszanmu Ha 0ase
MapuIpyTU3aTOpOB C HECKOJbKMMU  (U3WYECKUMHU UHTepdeiicaMu, ¢ HCIOIb30BAaHUEM
KoHurypamuu  router-on-a-stick, = 4epe3  MHOTOypoBHEBbIi  kommyraTop.  [IpoGiemsl
Mapmpytuzanmun - Mexay VLAN. TlpoBepka koHurypamuum KoOMMyTaTopa H  HACTPOEK
Mmapuipytusaropa. Hemomagku B pabore muTepdeiica. Ommbku B [P-agpecax m mackax MOJACETH.
Hacrtpoiika u pabora xommyTamuu Ha 3-M ypoBHe. Mapmpyruzanus mexay VLAN depes
BUPTYyaJibHbIE MHTEP(EHCh KOMMYTaTOpa, MapipyTu3upyemble mopTel. HacTpoiika cratudyeckux
MapipyToB Ha kommyTtaTope Catalyst 2960. Hermonaaku B HacTpoiikax koMmMmyTaTopa 3-ro ypoBHSI.
Tema 1.6. Cmamuueckas mapupymu3ayusi.

[IpeumyiiecTBa W 3aayvl CTATHUYECKOWM MapuIpyTHU3alMH. THUIBI CTaTHYECKUX MAapIIpyTOB:
CTaHJAPTHBIN, 110 YMOJIYAaHHUIO, CyMMAapHbIi, IutaBarolmui. HacTpolika craTHyeckux MaplipyToB
IPv4 u IPv6. Komanna «ip route». MapmipyT cieayromiero nepexoaa. Hanpsmyro moakmou€HHbII
cratnueckuid MapupyT. [loHOCTBIO 3a1aHHBI cTaTHuecknii MapupyT. HacTpoiika ctatuueckoro
Mapuipyra no ymonyanuro. KnaccoBas amgpecanusi. KiaccoBele Macku mozaceTu. becknaccoBas
mexnomeHHas Mapmpytusanus CIDR. OO0wvenunenue MapuipytoB. OpraHu3zaiiusi CyMepCceTei.
Hcnons3zoBanne macok moxacetn ¢ukcupoBanHou miauHb (FLSM). Macka mojceTu mepemMeHHOM
bl (VLSM). Hactpoiika cymMMapHBIX M IIJJaBalOUIMX CTaTUYECKMX MapHIpyToB. Pacuér
cymmapHoro mapmpyta. O0benuHeHue cereBbix anpecoB IPv4 u IPv6. Ilouck m yctpanenme
HEMNOJIAJ0K B HACTPOMKAX CTaTUUECKOT0 MapuIpyTa U MapuipyTa o yMOI4aHHUIO.

Tema 1.7. Juuamuueckas mapupymusayusl.

[TpoTOKONBI JUHAMUYECKOH MapLIpyTU3allid — Ha3HA4YeHHWEe, MPUHLUIBI pabOTBl M HUCTOPHUS
pazButus. CpaBHEHHWE ITUHAMHUYECKOW M CTaTHYECKOW MapmpyTtu3anud. [IpuHOHUNBI paboThl
MIPOTOKOJIOB MapIIPYTH3alMU: ITYCK IOC]e BKItoueHHs nutanusi, CereBoe oOHapyxeHue, OOMeH
NaHHBIMH ~ Mapmipytuszauuu, OOecnedenune  cxomumoctd.  Kiaccudukanus  npoTOKOIOB



Mapuipytuzauun. [Ipotokonsl IGP u EGP. ductanuuonno-sexktopusie mpotokoisl RIP, IGRP,
EIGRP. IIpotokonsl Mapmpytusamuu 1o cocrosuuto kanana OSPF u IS-IS. KiaccoBwsie u
OecK1accoBbI€ MPOTOKOJIBI MAPUIPYTU3ALNU. XapAKTEPUCTUKNA U METPUKH TPOTOKOJIOB.
JluHamuueckas TUCTaHIIMOHHO-BEKTOpHAs MapuIpyTu3anus. JIMCTaHIIMOHHO-BEKTOPHBIN allfOPUTM.
MexaHu3Mbl OTIPABKU W MOJYUYEHUS JAHHBIX MapIIPyTH3aLUM, pacy€Ta ONTUMAIIbHBIX NyTeH U
no0aBJIeHWs] MapHIpyTOB B TaOJMIly MapIIpyTH3allid, OOHApPYXKEHUS M pearupoBaHMs Ha
n3MeHeHus B tonojoruu. Hacrtpoiika mnpotokona RIP: Bxmouenne RIPv2, otkmtouenue
aBTOMATHYEeCKOro OOBeIMHEHMsI, HACTPOIKa MAacCUBHBIX MHTep(delcoB, mepenaya Mapipyra Io
ymosiyaHulo 1o ceru. Hacrpoiika mporokona RIPng. Ilpomecc mapmpyTusanuu o COCTOSHHIO
kaHaina. Hello-mporokoi. maker cocrosinus kanana (LSP). JlaBunHas pacchbuika MakeTOB COCTOSHUS
KaHana. JlaBuHHAs pacchlUlKa MAKETOB COCTOsIHMSA KaHasia. Co3fnaHue JepeBa KpaT4alluX MyTen
SPF. Jlo6aBnenue mapmpyroB OSPF B Tabmumy mapmpyrusarmuu. HemoctaTku mpoTOKOJIOB
MapUIpyTU3allMyd TI0 COCTOSHHUIO KaHaima. Tabnmuia MapumpyTu3anuu. 3amuch ¢ MPSMBIM
MOAKIIOUEHHEM W yhnan€HHoW ceru. JluHamudecku mnosrydaembie MaprpyTtel [Pv4/6. Tlpomecc
IIOMCKa MapuIpyTa.

Tema 1.8. OSPF ons ooHou obracmu.

CemeiictBo mportokonoB OSPF. Xapakrtepuctuku, npuHIunsl pabotsl u kommoHeHTbl OSPF.
Oco6ennoctu OSPF nist ogHOM 1 HECKONMBKUX obOnacTelt. MaructpanbHas o6nacts. Makancymsaums
coobmenuit OSPF. Tumbr makeroB OSPF: maker mpuBerctBus (hello), maker ommcanusi 6a3bl
nanubix (DBD), maker 3ampoca coctossausi kaHaia (LSR), makeT oOHOBJICHHSI COCTOSTHUSI KaHajia
(LSU). maker monrepkaeHus coctosaus kanana (LSAck). OOHOBIEHHUsI COCTOSHHUSI KaHaa.
Paboune cocrosamss OSPF. Beimenennsrii (DR) u pesepBHBINM BBIIETECHHBI MapHIpyTH3aTOP
(BDR). Cunxponmsanust 6a3 manueix OSPF. Hactpoiika OSPFv2 mns omgHoli oGmactu. Pexum
KOH(UTYypauu ¥ HACHTHPUKATOPBI MapmipyTuszaropa. Mcmons3oBanue wuHTepdeiica loopback.
Bxmtouenne OSPF na wunrepdeiicax. I[llabmonnas wmacka. Komanma «network». Hacrtpoiika
naccuBHBIX MHTepdericoB. Dopmyna pacuéra metpuku croumoctu OSPF. Hacrtpoiika 3HaueHuit
MPONYCKHOM crocoOHocTH uHTepdeiica. IIpoBepka cocemHUX YCTPOICTB, HACTPOEK MPOTOKOJIA,
JTaHHbIX Tporecca u apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomonorust cetu OSPFv3. Hacrpoiika unentudukaropa mapmpyruzaropa OSPFv3.
Bxmouenne OSPFv3 Ha unTepdeiicax.

Tema 1.9. Cnucku konmpons oocmyna (ACL).

[Tpunnun pa6orsr ACL- ciuckoB. Tumnbr ACL-criuckoB Cisco s IPv4. [lpucBanBanne HOMEPOB U
uMéHn ACL-ciimckam. Pacuér mabnonHoii Mmacku B ACL-criuckax. PexkoMeHanuu mo Co3gaHuio u
pasmemiennto  ACL-criuckoB. Pa3memienue craHmapTHeix W pacmupeHHbIXx  ACL-cnucKoB.
Hactpoiika cranmaptHoro ACL-cnucka. Ilpumenenne cranmaptHeix ACL-crimckoB  Ha
unrepgeiicax. Kommentapunm k ACL-cnuckam. IlpoBepka M pemakTHpOBaHHWE CTaHAAPTHBIX
HymepoBaHHbIXx ACL- cnouckoB. ACL-cratuctuka. 3ammura noptoB VTY ¢ mnomolnsio
cranaptHoro ACL-cniucka IPv4. CtpykTypa n HacTpoiika pacmmpeHHbix ACL-cniuckoB s [Pv4.
QunbTpanus Tpaduka ¢ ucnonszoBaHueM pacmupeHHbx ACL-cnuckoB. Ilouck u ycrpanenue
nenonanok ACL-cnuckoB. Pacnpoctpanénnsie ommbku ACL-cickoB. CpaBHenne ACL-cniuckoB
g [Pv4 u IPv6. Hactpoiika n npoepka ACL-cninckos st IPv6.

Tema 1.10. [Ipomokon DHCP.

DHCPv4: Ga3oBast omepaiusi, ¢popmar cOOOIIEHUH, cOOOIIeHUs] OOHApYKEHHUSI U TPEIIOKEHHS.
Hactpoiika, npoBepka u perpancisiiusa npocroro DHCPv4-cepsepa. HacTpoiika mapiipytuszaTopa
B kauectBe DHCPv4-knuenta. Hactpolika Mapuipyrusaropa kinacca SOHO. Ilouck u ycrpanenue
Heronaaok B pabote mapmpyruzaropa DHCPv4. ITporokonr DHCPv6. ABTromarnueckasi HaCTpoika
anpeca 6e3 orcnexxuBanus coctossHusi (SLAAC). [punuun padotst SLAAC ¢ DHCPv6. DHCPv6 ¢
n 6e3 orcnexxuBanusi coctosiHus. [Iporeccer DHCPv6. Hactpoiika mapmipytuszatopa B KauecTBe
DHCPv6-cepepa 1 DHCPv6-knuenra. [louck u ycrpanenue Henosianok B padore DHCPvo6.

Tema 1.11. Ilpeobpaszosarnue cemesgvix aopecos IPV4.

KonnenryansHoe npeodpazoBanue cereBbix aapecoB (NAT). TepmuHOIOTHS ¥ NPUHIUIBI PAOOTHI
NAT. IlpoctpanctBo uactHbiX IPv4-aapecoB. Cratnueckoe W IWHAMHUYECKOE MPeoOpa3oBaHUE



cereBbix anpecoB (NAT). IlpeobpazoBanue ampecoB moptoB (PAT). CpaBuenne NAT u PAT.
[IpeumymectBa u Hemoctatku NAT. Anamu3 crarmueckoro mpeoOpazoBanumsi NAT. Ilpunmun
paboter guHamuueckoro NAT. Hacrpoiika u npoBepka NAT, PAT. Ilepeaapecauusi mopros.
Hactpoiika nepeanpecanuu noptoB ¢ nomouisto [0S, Hactpoiika NAT u potokosna [Pv6. Ilouck u
yCTpaHeHHue HenoJagok B padore NAT.

B pe3yabTare uzyueHus 1MCUMIJIMHBI BBIIYCKHUK J0JKeH 00/1a1aTh CJIeAyI0IHMH
KOMIIeTCHIIUSAMM:

OIIK-2: cnocoOHOCTh MPUMEHATh MAaTEMAaTUUYECKHUI amnmapar, B TOM YHCIIe ¢ UCIOJIb30BaHUEM
BBIUUCIIUTENILHOW TEXHUKH, [T PeIIeHUs MPO(PECCHOHATIBHBIX 3aa4;

OIIK-3: cnocoOHOCTh MCIOJIB30BaTh SI3BIKH, CHCTEMBl W WHCTPYMEHTAIbHBIE CpEICTBA
MIPOrPaMMHUPOBAHUS B MPO(PECCHOHAITBHON IeITeTHHOCTH;

IIK-14: cmocoOHOCTh Y4acTBOBAaTh B TMPOSKTHPOBAHWM CPEICTB 3alIUTHl WH(pOpMAIUA |
CpCACTB KOHTPOJIA 3allIUIIICHHOCTH aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI,

IICK-10.10: cnocoGHOCTh BBIABJISATH W NPOTHO3UPOBATH  YIPO3bl  MHPOPMAIMOHHOMN
0€30IaCHOCTH aBTOMATU3MPOBAaHHBIX M HMH(OPMAIIMOHHO-YIPABISAIOMIUX CHUCTEM TPAHCIOPTA,
pa3pabaTrbeIBaTh MEpBI TPOTUBOACHCTBHSL.

B pesynbrare u3ydeHus: AUCHUIUTMHBI OaKaIaBp JOJKEH:

3HaTh:

— OCHOBBI aI[MI/IHI/ICTpI/IPOBaHI/IH BBIUNCIINUTCIBbHBIX ceTeﬁ;

- 3TaJIOHHyIO MOJICIb BBaHMOI[efICTBHSI OTKpBITBIX CHUCTEM, MCTObI KOMMYTaLII/II/I n
MapHIpyTHU3AIHH, CETEBBIE MPOTOKOJIBI;

YMETh:

— HCTOJIb30BaTh MPOTPAMMHBIC U aIlllapaTHBIE CPEJCTBA IEPCOHATIBHOTO KOMIIBIOTEPA;

Bnangets:
— METOJIMKOW aHaJIM3a CeTEBOT0 TpaduKa;

— TnpodeccuoHaIbHON TePMHUHOJIOTHEHN B 007acTH HHPOPMALTMOHHOW OE€30MaCHOCTH.



