[Ipunoxenue 3
Annomayus K padoueii npozpamme

oucyunaunvl «Cemu 011 0oma u manoz2o ouca)
no Hanpasjaenuio 10.03.01 «MndopmanuonHas 0e30MaCHOCTH)
(mpopnib «be3onacHOCT, ABTOMATH3MPOBAHHBIX CHCTEM).

OO0masi Tpy10eMKOCTb M CHUILIHHBI COCTABIISIET 9 3aU€THBIX €IUHULIBI (288 yacoB).

IMpeamosiaraembie cemecTpsl: 3,4.

®opMa KOHTPOJISA: 3a4ET, IK3aMEH.

[leabl0 u3ydeHUs NUCUUIUIMHBI (MOAYINSA) SBJSETCS NPUOOpEeTeHHWE 3HAHUM O CEeTEeBBIX
TEXHOJIOTUSX U HaBBIKOB, KOTOPBIE MO>KHO MMPUMEHUTH B paboTe CIEUAINCTA 110 CETSIM.

3agayamMu Kypca SIBISIOTCSA:

- n3yuyenue Hactpoiiku u otnaaku DHCP u DNS nns IPv4 u IPv6;

- U3yYCHHE MPUHIIMIIOB paOOTHI M IPEUMYIIIECTB MPOTOKoJa spanning-tree (STP);

- U3y4€HHE HACTPOIku u oTianku STP;

- U3yYCHHE NMPUHIIUIIOB paOOTHI M IPEUMYIIIECTB arperupoBaHus KaHAIOB U MpoTokojia VLAN
Trunk Protocol (VTP) Cisco;

- U3y4YEHHE HACTPOUKHU U oTHaaku mpotokosioB VTP, STP u RSTP;

- U3y4eHHUE HACTPOUKH U OTIAIKU 0a30BbIX (YHKLIUN MapIIPyTH3aTOPOB B KOMILJIEKCHON
Mapupytuzupyemoit cetu st [Pv4 u IPv6;

- U3y4YCHHE HACTPOUKH U OTIAJKU PACIIHPEHHBIX (YHKIIHI MPOTOKOJIOB MapIIpyTU3AIINH,
npuMmeHeHnue npotokosoB Mapupytusanuu RIP, OSPF u EIGRP nnsa IPv4 u IPv6;

- U3y4eHUE YIpaBJICHUs JULEH3UpoBaHHeM porpaMmHoro obecrnieuenust Cisco [IOS® u
(aiinamMu KoHpHUTYpaIIH.

JucuummuHa oTHOcHTCs K UKy b1. [l ocBoeHust AMCIUTIITNHBI HE0OXOIUMbI 3HAHUS,
MOJIy4YE€HHBIE [TPU U3YYEHUU CIICAYIOUX TUCIUIUINH:

- "HPOPMATHKA;

- UHOCTPAHHBIN SA3bIK (AHTJIMUCKUN);

- ocHOBBI TexHosoruu Cisco.

3HaHWS W TPAKTHYECKHE HABBIKU, IIOJYYCHHBIE B PE3yJbTaTe€ OCBOCHUS JUCUHUIUIMHBI,
UCIIONIb3YIOTCS CTYOEHTaMHM TIpH pa3pabOTKe KYypCOBBIX U JUIJIOMHBIX paboOT, B Hay4dHO-
HCCIIeIOBATENLCKOM padore.

KpaTkoe cogep:kaHue 1UCHHUILINHBI:

Pazpnen 1. MacmrabupoBanue cerei
Tema 1.1. Beeoenue 6 macuimabuposanue cemel.
Hasnauenue wuepapxudeckod ceTd I NpeanpusThii Manoro OwusHeca. PexomeHmanmu 1o
MMPOCKTUPOBAHUIO MacITabupyemoir ceTu. Bpibop Hammexammx (yHKIHA KOMMYTAI[MOHHOTO
000pyZI0BaHUS B COOTBETCTBHU C TPEOOBAHUAMHU K KOPIIOPATUBHBIM CETSAM HPEANPHUATHIA MaJoro u
cpenHero OuzHeca. Tumbl MapuIpyTH3aTOPOB, JOCTYNHBIX JJIi  KOPIOPATUBHBIX  CeTel
NPEeaNpUsATH Majloro W cpeaHero Om3Heca. HacTpoiika OCHOBHBIX MapamMeTpoOB YCTPOWCTB IOJ
ympasieauem OC Cisco 10S.
Tema 1.2. H30vimounocms LAN.
[TpoGneMbl, BO3HUKAIONIKE TIPU pean3annu pe3epBHo ceTh. [Ipunanumnsr padotsl mpotokosa IEEE
802.1D STP. Pa3noBuaHOCTH IpOTOKONA spanning-tree. IIpuHiunsl paboTsl mpoTokosna PVST+ B
kommyTtupyemoii cpeae LAN. Ilpuniuner padotsl npotokona Rapid PVST+ B kommyTtupyemoi
cpene LAN. Hacrpoiika nporokona PVST+ B kxommyrupyemoit cpene LAN.  Hactpoiika
nporokojia Rapid PVST+ B kommyTtupyemoii cpene LAN. Tumossie ommOku koHpuryparuu STP.
Ha3nauenne W mnpuHIMIBI pabOThl MPOTOKOJNOB M30bITouHOCTH mepBoro mnepexona (FHRP).
PaznoBugHOCTH MTpoTOKOI0B M30BITOUHOCTH TIepBoTo niepexona (FHRP). Komanaer Cisco 10S mst
npoBepku peannzanuii nporokosoB HSRP u GLBP.
Tema 1.3. Aepecuposarnue kananos.
ITpomiecc arpermpoBanus kaHanoB. Texnomorusi EtherChannel. Hacrtpoiika arperupoBanus
coenuaeHnii ¢ momompbio EtherChannel. Otmamka arpermpoBaHusi COEIUHEHUN C TIOMOIIBIO
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EtherChannel.
Tema 1.4. Fecnposoomvie n0KaIbHbIE CEMU.
Texnonorus wu crapmaptel OecnpoBogHoit cetn LAN. KommoHeHTBI HHOPACTPYKTYpHI
oecnpoBogHOi cetn LAN. Tomomorun G6ecnipoBogHbiX ceteil. CtpykTypa kaapoB 802.11. Meton
J0CTyNa K cpele Nepefayd JaHHBIX, HCIOJIb3yeMbIil 0eCIpOBOJHON TEXHOJIOTHEH. YIpaBieHHe
kaHaiamu B cetTht WLAN.
Yrpo3sl B OecnipoBoaHbIX ceTsix LAN. MexaHusmbl obecrieueHus 0e30MacHOCTH B O€CIIPOBOIHBIX
cetsix LAN. OcoOeHHOCTH HAaCTPOMKH OECHPOBOJHOTO MapIIpyTH3aTOpa JUIA TOMACPKKU
ylnaieHHoro o0bekra. OcoO0eHHOCTH HACTPOWKM OECIpPOBOAHBIX KIMEHTOB ISl MOIKIIOYEHUS K
OecrpoBOHOMY MapHIpyTu3atopy. PacnpoctpaneHHsie mpobieMbl KOH(GUTypaluu OeCIpOBOIHBIX
ceTei.
Tema 1.5. Hacmpoiika u ycmpanenue nenonaook 8 pabome OSPF ons 00Hoti obnacmu.
[Tpuopurersl untepdeiica OSPF Bamsromme Ha mnpouecc BbiOopa DR/BDR. Hacrtpoiika
MapLIpyTH3aTopa Uisl pacopocTpaHeHus Mapiipyra no ymondaHuto B cetu OSPF. [Tapametpsi
untepdeiica OSPF s moBwimeHuss nmpousBoauTenbHOCTH cetd. AyreHtudukauuss OSPF mns
oOecrieueHus 3alUThl OOHOBIICHUH MapIIPYyTH3AIIIH.
ITouck m ycrpanenue Hemonanok B cerssx OSPF mus onmoii obGnactu (ommcaHue mpolecca U
UCIIOJIb3YEMBIX HHCTPYMEHTOB). J[oOaBieHHE OTCYTCTBYIOMIMX 3alucell MaplIpyTOB B TaOIHILY
cetu OSPFv2 st onHoit obnactu. /loGaBieHne OTCYTCTBYIOIIMX 3alMcedl MapIIpyTOB B TaOIHIly
cetu OSPFv3 misa ogHoit obnacty.
Tema 1.6. OSPF ona Heckonvkux obnacmetl.
Hcnonsizosanme OSPF i Heckonpkux obOnacreil. O0bsBieHne coctossHuii kaganos B OSPF s
MoAJepKaHusl TaOIUI] MapIIpyTU3alUU. Y CTaHOBJICHHE OTHOIIeHWW cmexxkHoctn B OSPF mns
HeckoNbkux obOmnacteit. Hactpoiika OSPFv2 mist Heckoiapkux oOiacTeid B MapIIpyTH3UPYEMOM
ceru. Hacrtpoiika oO0bequMHEHUST MapIIPYTOB JUISI HECKOJBKHUX O0JacTeld B MapIIpyTHU3UPYEeMOM
cetu. [IpoBepka pabotrer OSPFV2 mist HECKOBKUX 00JIacTei.
Tema 1.7. Ilpomoxon mapwpymuzayuu EIGRP.
OcHoBHble BO3MOkHOCTH  EIGRP. Tumnbel makeToB, HCHOJb3ye€Mble JIsI YCTAHOBJICHHUS W
MOAJEP)KAHUSI OTHOILIEHUN CcMeXHOocTH B cocegHumu Mapmpyramu EIGRP. Wukancynsanus
coobmenuit EIGRP. Hactpoiika u mpoBepka EIGRP st IPv4 B HeGosbIoln MapmpyTH3UpyeMOi
ceth. DOpMHUPOBAHME OTHOLIEHUH CMEXKHOCTH C COCEOHUMHM MapUIpyTH3aTOpPaMU C ITOMOLIbIO
nporokosia EIGRP. Ha3znauenue metpuk, ucnons3yemsix npotokonom EIGRP. Pabora anropurma
DUAL wu ucnons3zoBanue Tabmui tomonoruu. CoObiTusi, nHHIMHUpyomue ooHosineHus EIGRP.
CpaBaenue xapaktepucTuk U mpuHIHUNoB padboTel EIGRP mis IPv4 ¢ EIGRP pst IPv6. Hactpoiika
EIGRP s IPv6 B HeGonbmion Mapuipytusupyemoii cetu. [Iposepka pabotst EIGRP mis IPv6 B
CEeTSAX MAJIOTrO U CPEAHETO PA3MEPOB.
Tema 1.8. Pacwupennvie nacmpotiku u ycmpanenue Henonadox EIGRP.
Hacrpoiika aBTomatmueckoro oObemnuHeHus MmapipytoB B EIGRP. Hactpoiika oObenuHeHHs
mapuipyroB EIGRP Bpyunyro. Hactpoiika mapmpyrusaTopa [uisl paclpeAeieHuss MapuipyTa Io
ymomuannto B cetd EIGRP. Usmenenune mapamerpoB unTtepdeiica EIGRP mns mobeimeHus
npousBoauTensHOCTH ceTH. Hactpoiika ayrentudukanun EIGRP mis obGecrieuenust 6e3onacHocTu
oOHoBNeHui Mapmpyru3anun. [louck wu ycrpanenue Hemonagok B cetu EIGRP (omucanme
IpoLecca U UCIHOJIb3YEMBIX MHCTPYMEHTOB). Y CTPAHEHHUE HEIOJIAJOK B OTHOLIEHHMSIX CMEKHOCTH
Mexay coceqauMmu yctporictBamu B cetd EIGRP. JloGaBieHme OTCYTCTBYIOMIMX —3amuceit
MapuIpyToB B Tabnuiy mapuipytuszanuu EIGRP.
Tema 1.9. Obpazwr 10S u nuyenzuposarue.
Crannaptel uMeHoBaHusi o0paszoB 10S, ucnons3zyemble komnanueir Cisco. Beibop obpaza Cisco
I0S, cootBercTByIOIIEr0 TpeOOBAaHUAM CETeH Maiblx W cpeaHux mnpennpustuid. [Iporecc
munensupoBanusi Cisco I0S B ceTsix mpeampuatuii mMaioro M cpeaHero OmsHeca. Hactpoiika
MapHIpyTH3aTopa IJisl yCTaHOBKHU JuIieH3uH Ha 00pa3 Cisco 10S.

B pe3yabTare u3yueHusi JUCHUILIMHBI 0aKaIaBP 10JKEH 00J1a1aTh CJe1YHIUMHA
KOMIIEeTCHIIUAMM



IKCILTYATANMOHHAS J1eSITeIbHOCTh:

OK-8: crtocoOHOCTh K caMOOpraHU3aIluy U CaM000Pa30BaHHUIo;

OIIK-4: criocoOHOCTh TOHUMATh 3HaYCHHE HH(POPMALIUU B Pa3BUTUU COBPEMEHHOTO OOIIECTBa,
MPUMEHATh JTOCTHKEHUS WH()OPMAIMOHHBIX TEXHOJOTHHA [JIi TOMCKa W OOpabOTKH OOJIBIINX
00BeMOB MH(pOpPMAIIUU TIO MPOPIIIIO ACIATETLHOCTH B TJIO0AIBHBIX KOMITBIOTEPHBIX CHUCTEMaX,
CeTsX, B OMOIMOTEUHBIX (POHIAX U B UHBIX HCTOYHHKAX MH(POPMAITIH.

B pesynbrare u3ydeHus: AUCHUILTMHBI OaKaIaBp JOJKEH:

3HaTh:

— OCHOBHI IMUHUCTPHUPOBAHHSI BBIYUCIUTEIBHBIX CETEH;

— 3TAJIOHHYIO MOJIEIb B3aUMOJECHCTBHS OTKPBITHIX CUCTEM, METO/Ibl KOMMYTAIUHU U
MapIIpyTU3aLNUU, CETEBbIE TPOTOKOJIBI,

YMers:

— HCIIOJIb30BaTh MPOrpaMMHBIE U anmapaTHble CPeICTBA NEPCOHAIBHOTO KOMIIBIOTEPA;

Bianers:

— METOJMKOH aHajH3a CeTeBOro Tpaduka;

— HaBbIKaMU HACTPOMKH M OTJIAJIKH MAPIIPYTU3aTOPOB U KOMMYTaTOPOB;

— HaBBIKAMH YCTPAaHEHMs THUIOBBIX MpoOieM, csi3aHHbIX ¢ nporokoiaamu OSPF, EIGRP, STP,
VTP B cetsix IPv4 u IPv6.

— mnpodeccuoHaIbHON TEPMHUHOJIOTHEH B 001acTH HHPOPMAIIMOHHON 0€30TaCHOCTH.



